An Internet telephony system functions like a conventional telephone to support real-time voice communication over the Internet. Numerous proprietary systems have surfaced since its introduction as a result of its main attraction of allowing transcontinental telephone calls to be
INTRODUCTION
The fast growth of Internet has resulted in the birth of many new useful tools, one of which is the Internet telephony system. Although it is still far from being a substitute for the conventional telephone at this current stage of development, it has become more and more popular among Internet users. This growing enthusiasm stems mainly from huge potential cost savings by making it possible to make transcontinental telephone calls at the prices of local telephone calls plus nominal standard Internet connectivity charges. The extent of interest of Internet telephony systems has resulted in the recent formation of an Internet Telephony Consortium (ITC, 1996) which is a research organisation focused on providing interoperability between the Internet and the public switched telephone network. Among its many functions and information services, it documents a comprehensive list of both research prototypes and commercial versions of Internet telephony software and services that are currently in existence.
These systems primarily offer real-time voice communications and other value added services. They can either be half or full duplex systems although the latter is more desirable due to its ability to emulate a conventional telephone. With the computer's high computing power and graphics capability, the basic telephony system can be further expanded into a visual audio conferencing system in future.
Internet telephony systems are at their infancy stage without any form of standardisation that will allow interoperability among systems. In addition, there is a lack of a proper framework to allow the evaluation or comparison between systems to take place. Although there appears to be some development in the area of standardisation with the H.323 standard (ITU, 1996a) and T.120 standard (ITU, 1996b) gaining some momentum and acceptance, an evaluation framework for these systems remains lacking today. Currently, it is left to each new system claiming its superiority over others in some manner in its sales literature or user documentation. Alternatively, there exists a small number of articles that are mainly found in computing magazines that will evaluate and report on a selection of existing systems (e.g. Venditto, 1996; Hill 1996; Mathog 1997 ). Although such tests utilise a set of standard equipment and test conditions, they are generally more focused on comparing features and functionality, user interface, gauging the ease-of-use, user-friendliness and quality of voice through largely subjective means by one or two evaluators. This is clearly inadequate and a systematic evaluation framework becomes useful and necessary. (Comer, 1995) , each host computer is identified by a unique IP address. The host computer can either be a workstation or a personal computer with sufficient computation power and audio capabilities. The telephone software system which resides on each host computer facilitates the real-time voice communication across the Internet. In the basic communication process, the caller's software system will acquire the real-time voice data through an audio input device and convert the analogue signals into digitised form which is then compressed and optionally encrypted before being transmitted to the recipient through the Internet using the TCP/IP protocol. Compression is necessary to reduce the bandwidth requirement of the voice data. At the recipient's end, the software system carries out the reverse process. Incoming data is first decrypted, decompressed and played back in real-time on the audio device of recipient's computer.
BASIC INTERNET TELEPHONY SYSTEM ARCHITECTURE
All existing systems basically make use of the existing TCP/IP protocol and use new mechanisms and descriptors to extend the TCP/IP protocol to deliver real-time service. Such an approach will at best simulate real-time but does not guarantee real-time delivery due to the underlying nature of the existing protocol. The software system is thus constraint by this major limitation in delivering real-time service. The TCP/IP protocol provides two kinds of network services. Both are utilised in Internet telephony systems. The Transport Control Protocol (TCP) which is a connection-oriented protocol with guaranteed delivery of data is generally used to pass control messages and other important data. However, this is normally not used to deliver audio data due to speed considerations. Instead, the User Datagram Protocol (UDP)
which is a connectionless-oriented protocol with no guarantee of arrival of data is used.
Additional information and mechanisms (such as packet loss replacement, packet ordering, incoming data buffer management) have to be supplied to describe and construct the real-time nature of the service (Foo, 1996) .
FACTORS AFFECTING PERFORMANCE OF INTERNET TELEPHONY SYSTEMS
From the basic architecture of Figure 1 , it should be apparent that there is multiplicity of factors that can affect the performance of an Internet telephony system. These include:
• Network performance. As audio data is being transmitted across the Internet network from recipient to sender, network performance will be determined by the efficiency and effectiveness of the transmission medium . Thus, the system will not be able to perform satisfactorily if the network does not meet the requirements of the system. A high rate of data packet loss will cause the system to be unable to recover the original signals thereby resulting in voice degradation. Long delays in arrival of data packets will lead to jitters and result in unpleasant conversation among users. Unfortunately, network performance is an uncontrollable factor that is dependent on other network activities. Techniques such as resource reservations and data routing, although present in the TCP/IP protocol, are generally not utilised in the global networked environment
• Computing resource. The host computer must have a fast enough signal processor to process the voice signals at real-time so that the data will not overrun. Most of the Internet telephony systems require an Intel 486/60Mhz processor or equivalent as a minimum requirement. This minimum must be attained before an acceptable level of service is to be expected. In addition, some products use Digital Signal Processors for better performance.
• Voice processor. The processing capability of the system's voice engine is a factor that affects the performance of the system and distinguishes it from other systems. A good voice processor will allow higher data compression ratios, use less computing resource, least affected by data packets loss, and have the ability to reproduce quality signals at the receiving end. Currenly, two major systems of coding, namely, waveform coders and speech coders are in use.
• Signal acquisition. Voice signals are normally captured using microphones and digitised through Digital-Analogue-Converters. The quality of captured information depends on the quality of microphones, rate of sampling and resolution of data. However, having a higher sampling frequency or higher resolution rate will increase the size of information to be transmitted. In general, a configuration with a sampling frequency of 8 kHz and 8 bit conversion is suitable for real-time voice communication.
• Output transducer. A good output transducer is generally required in order to minimise noise and deliver strong and clear output signals. Together with the case of input microphones, a trade-off between cost and quality applies. A more expensive device will generally perform better and deliver higher quality output. Nonetheless, these devices will minimally conform to some industry standard and therefore should still guarantee a certain level of performance.
• System Architecture and Techniques. • Methods to establish connection between users. Knowledge of the IP addresses of the two parties is necessary before a connection can take place. This poses no problems for users with static IP addresses. However, the problem of dynamic IP addresses arises when the connection to the Internet is through an Internet Service Provider (ISP) since the IP address is dynamically allocated only at connection time. In this case, there is a need to publish and retrieve information of current IP addresses through some means such as dedicated servers.
The ability of Internet telephony system to establish a connection between users quickly becomes another performance issue (although arguably of secondary importance).
In the derivation of the framework for performance evaluation, not all these factors can or need to be factored into the series of performance tests. Network performance is an external uncontrollable factor that lies outside the scope of tests since it cannot be used as a criterion for comparison between systems. Nonetheless, some form of network study is desirable to find out how this will affect performance of systems on the whole, and to determine if there is a need to use some controlled dedicated network to carry out the tests. When the same set of equipment is used for the test (or actual application), the effects of computing resource, signal acquisition and output transducer are kept constant and therefore will not affect the results of the tests. In addition, the computing resource used is assumed to satisfy at least the minimum system requirements of all the systems under evaluation. Finally, a number of different methods can be used to resolve the IP addresses of users prior to connection. In this respect, an evaluation of methods becomes more meaningful so that they can be ranked in some order. Minor variations among methods are not considered. Subsequently, a system can be ranked based on the method adopted.
PRELIMINARY TESTS
Two sets of preliminary tests have been conducted to assess the network performance and methods for connection establishment prior to the derivation of the proposed framework. In the first preliminary test, network performance is gauged by computing the average round-trip delays and percentage of data packet loss. The round-trip delay measures the time difference it takes to transmit data packets to a destination and receiving it back from the same destination.
By obtaining a series of round-trip delays, it becomes possible to calculate jitter which is a measure of the difference between the maximum and minimum round trip delay. Data packet loss is a measure of the amount of data packets that are lost during transmission.
UNIX's ping (Mark, 1996) , a tool used for network testing, measurement and management, has been utilised to send 20 packets of 1 kilobyte size data across the Internet to emulate the transmission of audio packets. In conducting the tests for the three environment of a local area network (LAN), ISP to ISP, and modem to ISP, it has been found accordingly to expectations that LAN performs best with less than 1 ms of average round trip delay and 0% packet loss, while ISP -ISP performs worst at 0.5 to 1.5 s and 0% to 40% respectively (Ng, 1997) . In addition, the tests indicated that all telephony systems require a network condition of not more than 20% packet loss and 1 second delay to be attained in order to make it acceptable for human hearing perception. Packet loss of more than 20% results in unacceptable forms of communication regardless of telephony system used. This test confirms that network performance must be a controlled factor for the evaluation to be accurate. As such, a LAN environment is proposed for a number of qualitative tests in order to isolate network fluctuations which might otherwise affect the test results
The second set of preliminary tests examines the efficiency of establishing a connection between a caller and recipient. This basically translates into how fast a system can resolve users' IP addresses. A number of methods can be used for the resolution of IP addresses .
These can be identified as on-line and off-line methods. On-line methods, which include the World-Wide-Web, exchange server and dynamic Domain Name System (DNS), are only effective when both caller and recipient are logged onto the Internet. On the other hand, off-line methods, which include electronic mailing and directory service lookup, provide an additional means to allow the caller to leave messages when the recipient is not logged onto the Internet.
All methods basically requires some form of server depository for storing information and a mechanism to register and retrieve IP addresses. The various methods are distinguished by the type of server depository used (e.g. Web server, dedicated server, DNS server and mail server) and the operating mechanism (e.g. post and retrieve, register and query or Internet Relay Chat (IRC) based retrieval). These methods have been evaluated with the final rankings of dynamic DNS, exchange server and World-Wide-Web, and directory service lookup and electronic mail respectively. (Voiers 1977 , Papamichalis 1987 to gauge the audio and overall quality of the system. A base value of 100 for scoring each test is used for simplicity and ease of reference.
FRAMEWORK FOR PERFORMANCE EVALUATION
The qualitative tests are conducted in a controlled and similar environment using the same equipment to eliminate inconsistencies and keep other factors constant. The required set of equipment (or its equivalent) for conducting these tests include:
• 2 x Pentium 100MHz PC (or higher) with 16MB RAM running Microsoft Windows 95
• 2 x Creative Sound Blaster 16 PnP sound card with full-duplex software driver
• 2 x Microphone
• 2 x US Robotics Sportster 28.8k modem
• 2 x Audio Tape Player/Recorder
• 1 x Quality Audio Tape
• 1 x Signal Generator
• 1 x Digital Oscilloscope with Fast Fourier Transform (FFT) capability (optional) or Spectrum Analyser (optional)
The Sound Blaster sound card is to be plugged into the PC driven by its full-duplex software driver. A set of microphone and speakers are connected to the sound card. The PCs are placed at two different remote locations to act as caller and recipient stations. Two network configurations are used for the tests:
• Configuration A : Both PCs with fixed IP addresses are connected to the LAN in the same domain. Evaluation under this configuration can be considered to take place under ideal conditions.
• Configuration B : Both PCs are connected to the local main Internet Service Provider (ISP) using a dial-up through modem. The feature and functionality appraisal assesses each system under the headings of general features, audio quality adjustments, user interface, ease of handling, business features, home features, standardisation support, connection establishment and other conferencing support as shown in Figure 3 . Some of these items can be directly inferred through system documentation while others require some hands-on experience prior to grading. Each item is graded from 1 to 5 from poor to excellent, or 0 if the item is not applicable. These are multiplied by the associated weights to derive the score. Weights with a range of values (1-5) are left to the assignment by the evaluator based on the importance placed on the item. For instance, voice encryption that allow secure communications to take place among users may be ranked differently depending on whether such a feature is deemed important.
Obviously, the proposed weights are only recommendations and can be changed in the beginning as necessary. However, they should remain fixed thereafter to maintain consistency.
Sub scores are totalled for each heading and transferred to the evaluation matrix. If necessary, two (or more) evaluators can be used to collectively gauge those items where subjective estimates are necessary. Alternatively, these items could be gauged individually and an averaged score derived. These scores are subsequently normalised in the evaluation matrix.
Voice Processor Test
The efficiency of the voice processor of system is tested by sending 300 Hz and 800 Hz square waves from caller to recipient under near ideal network environment (i.e. via LAN) and observing and comparing the recovered signal with the original signal on the oscilloscope.
Square waves have been selected for this test due to the ease of observation and comparison, although other forms, such as sine waves, can be used instead. Noise signals riding on the square waves are also detected easily. Using Fourier analysis (Ramirez 1985) , square waves can be decomposed into its fundamental frequency and its harmonics or approximated using a sine power series. However, as there is a limitation of bandwidth, Gibb's phenomenon (Washington 1995) will be observed as higher frequencies are cut off. Thus, the received waveform will take the form of repeating skewed clock waves. In addition, 300 Hz and 800 Hz square waves have been chosen as they can emulate the range of frequencies of human vocals.
In addition, the lower and the upper cut-off frequencies are obtained to determine the frequency range that can be handled by the voice processor. In this test, a pure sine wave is sent from caller to recipient. By varying the frequency of the wave, the upper and lower cut-off frequencies are determined as that corresponding to 0.707 of the bandpass frequencies.
Assessment of noise in the signal can optionally be carried out if a spectrum analyser or FFT capability is present. Noise is identified as those higher order harmonics that are larger than 4KHz. A signal to noise ratio (SNR) can be obtained from the test to determine the quality of the voice processor. Obviously a high SNR is preferred over a lower SNR. However, this test is deemed optional due to the effort and time required to obtain the results. The results of these three tests are scored against a 100 point scale as shown in Figure 4 .
This method of testing can only be applied to waveform coders. Speech coders do not attempt to regenerate the original signals so that the resulting waveforms are beyond comparison. The performance of speech coders are therefore measured subjectively through qualitative testing.
Diagnostic Rhyme Test
The Diagnostic Rhyme Test (DRT) is used to test the intelligibility of the telephony system. In this test, 96 pairs of words are used. Each rhyming pair differs only in one attribute of the initial consonant. These are divided into four groups of 24 word-pairs. Only one of the words from each pair is read out randomly and recorded in a sound-proof or qui et environment to minimise noise. PEAK TEAK  KEY  TEA   GIN  CHIN  MITT BIT  VILL  BILL  JILT  GILT  BID  DID  HIT  FIT   DINT TINT  NIP  DIP  THICK TICK  SING THING  FIN  THIN  GILL .
where S is the adjusted percentage of correct responses R is the observed correct number of responses
W is the observed incorrect number of responses
T is the total number of pairs of words Due to the small sample size, each sample distribution is further transformed into the Student's t-distribution (Hogg 1992 ) with a 90% (or other) confidence interval being computed for the distribution mean using Equations 2 to 4.
CI :
where n is the sample size Diagnostic Acceptability Measure (DAM) is used to determine the quality of reproduced speech. In this test, a set of sentences is presented to a panel of 24 evaluators who will rate the speech quality in terms of signal qualities, background qualities and total effect score.
Paragraphs of a prepared script are first read by a trained linguist (or equivalent) and recorded.
Alternatively, a typical news broadcast of approximately five minutes can be recorded. In a similar procedure to DRT, the recorded speech is fed into the caller station and recorded at the recipient station. The evaluators will first listen to the playback of original recording followed by the recorded output. An assessment is carried out on the output using the DAM score sheet as shown in Figure 6 . As some of various parameters are rather specialised and not easily identified or gauged, this test should ideally be carried out by evaluators who are trained linguists (or equivalent). The results are summarised and a similar procedure to calculate the confidence levels are carried out.
Degradation Category Rating
Degradation Category Rating (DCR) is a test used to rate the overall audio quality. An audio reference sample is presented to the panel of evaluators followed by the same audio sample after processing. A score of between 0 to 100 (Worst to Perfect) is given by the evaluators according to the least degradation observed. The same audio sample used for the DAM test can also be utilised for the DCR test. At such, the evaluation of DCR and DAM can be carried out together. If DAM cannot be carried out due to lack of trained evaluators, DCR can still proceed using a 'normal' panel of evaluators.
Free Conversation Test
The Free Conversation Test (FCT) is used to investigate the communicability of the telephony system under realistic normal network conditions. Thus, contrary to the three previous tests where Configuration A is used, Configuration B is preferred for the FCT to simulate a realistic network situation. Two evaluators communicating with one another through the telephony system will be given a task to complete (or simple problem to solve).
After the task is completed, the evaluators will rate the system according to the quality of the communication link using a 100% rating scale.
Different tasks should be ideally assigned to different pairs of evaluators.
As an example of a task, the caller will dictate a passage of text to the recipient who will write and read back the same passage to the caller for comparison. This process will continue until the original text has been satisfactory attained. They will subsequent provide a score for the system being evaluated. Another typical task would be to correct some numbers that are erroneously keyed into a spreadsheet. In this instance, the first evaluator having the correct set of numbers will guide the second evaluator to make and confirm the necessary changes. The focus of these tasks is to provide something not too difficult that would require the two evaluators to spend some time using the telephony system as a means for communication to complete the task. As in previous tests, a panel of 24 evaluators is proposed. Tasks can be swapped among pairs of evaluators for different telephony systems. A similar confidence level can be computed for the distribution mean.
APPLICATION OF EVALUATION FRAMEWORK
In using the proposed framework, the evaluator must first decide on the tests to be conducted and assign the associated weights to each of the tests based on the level of importance. Ideally, all tests in the framework should be conducted. However, if resource constraints arise, it may be possible to omit the voice processor and DAM test. This effectively reduces the framework into a feature and functionality appraisal and a set of subjective listening tests. This may be necessary due to lack of hardware or trained evaluators to carry out these two tests. In addition, a default weight of 1.0 is assigned to all tests conducted so that they are of equal importance to the contribution of the final score. These weights can be reduced correspondingly if the results of the tests are non-conclusive or doubtful. Thus, these weights are subject to change but fixed thereafter for all systems under evaluation. If a particular test is not conducted for whatever reasons, it is correspondingly scored out of the evaluation matrix or assigned a zero weight.
The proposed framework has been used successfully to evaluate five Internet telephony systems (Ng, 1997; Lee, 1997) IHPhone (Chin 1996) and Speak Freely (Walker 1996) . Speak Freely contains five different codec (COmpression/DECcompression) schemes that can be defined by the user. As such, all these schemes have also been tested. These include three waveform coders: simple compression (CCITT 1984) , ADPCM (CCITT, 1984) , GSM (I-ETS, 1992) and two vocoders: LPC and LPC-10 (Campbell, 1986) . These telephony systems have been selected on the basis of common system requirements and their availability on the Internet. All are Microsoft Windows applications that support full-duplex voice communication. All systems haven been configured to use their respective default codec (except Speak Freely) and all tests have been conducted in a controlled and similar environment using the proposed set of equipment.
From the test framework, Internet Phone came out tops, followed by IHPhone, CoolTalk and NetMeeting. Coincidentally, Internet Phone has also been most highly rated or received special mention in two other separate individual laboratory tests (Venditto, 1996; Hill 1996) .
As for the codecs (of Speak Freely), ADPCM is rated best, followed by GSM, Simple
Compression, LPC-10 and LPC. However, in the conduct of the tests, only 6 evaluators have been utilised contrary to the 24 suggested due to resource and time constraints. Although this can potentially give rise to less reliable results, an analysis of the test statistics confirms that they are acceptable and able to distinguish among systems tested.
DISCUSSION
The proposed framework has provided a means for the systematic evaluation, scoring and ranking of Internet telephony systems. It is customised prior to usage by defining the tests to be conducted and the associated weights for each test. the present 90% (to say 85%) may be utilised to scale down the confidence interval to eliminate score overlaps. However, there is a limit to using this approach to ensure that an acceptable confidence level (e.g. not less than 75%) is maintained.
CONCLUSION
A framework for the systematic evaluation of Internet telephony systems is proposed and detailed. It has been demonstrated and utilised successfully in the evaluation of a number of
Internet telephony systems. The use of rational decision (via weights) and statistical inference techniques (via confidence intervals) in the framework provides a structured and credible approach to system evaluation that is superior over existing subjective assessment techniques.
Tests refinements and cost-time estimates are currently been assessed as part of continuing work.
